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IMPOPNIAKTUKA ITPECTYIIVIEHUH, CBA3AHHBIX C
HEITPABOMEPHbBIM 3ABJIAIEHUEM PEKBU3UTAMUA
IHJTACTUKOBBIX BAHKOBCKHUX KAPT U XUINEHUEM
CPEJACTB C KAPT-CUHETOB I'PAXKJIAH, A TAK’KE B COEPE
BBICOKHMX TEXHOJIOI'MHN

Mamepuan noocomosnen
ynpasnenuem Cnedcmeenno2o komumema Pecnyonuxu Benapyco
no I poonenckoui obracmu

Ha ceropssimauii neHb 00pb0a ¢ KHOEpPHPECTYNHOCTbIO — OJHO W3
IIPUOPUTETHBIX HAMPABICHUN B JEATEIBHOCTU BCEH NPABOOXPAHUTEIBHOU
cucteMbl Pecniyonuku benapych u CeicTBEHHOTO KOMUTETA B YACTHOCTH.

AKTyalnbHOCTh ~ 3TOro  OOYCIIOBJIEHa  3HAYUTEJIbHBIM  YHUCIOM
NPECTYIUICHUH, COBEpLIAEMBIX C HCIOJb30BAaHUEM HMH(POPMALMOHHO-
KOMMYHUKAIIMOHHBIX TexHoJioruk (nanee — MKT), mons KOTopbIx cocTaBiseT
TPETh OT OOILEro 4ucia BCEX 3aperuCTPUPOBAHHBIX YTOJIOBHO-HAKa3yeMBbIX
JICSTHUM.

[Topasisrontyto 4acTh MIPECTYIUICHUM, COBEPLIECHHBIX C
ucnonp3oBanneM MKT, coCTaBISIIOT XHILIEHUS IEHEXKHBIX CPEICTB C KapT-
CUETOB I'paxkJaH MyTEM 3aBIaJCHUS PEKBU3UTAMU OAHKOBCKHX IIACTUKOBBIX
Kapr.

B I'pognenckoii o0nacTu Takue NesHHUS (PUKCUPYIOTCA €KETHEBHO,
HEpeaKo 3a CyTKu 0osee 10 Takux XUICHUH.

IloreprieBmmMu  OT HHMX SBJISIIOTCS  BCE CIOM  HACEIICHUSA —
pernojaBaTesid, CTYIAEHThl, MEAUIMHCKHE pPAaOOTHUKH, MEHCUOHEPHI,
0e3paboTHbIE, JHIA, HAXOMSAIIMECS B OTIYCKE MO YyXOAYy 3a pPEeOCHKOM B
BO3pacTte 10 3-X JIeT, a TaKkKe paOOTHUKHU PA3NMYHBIX OpraHU3alUil U
MPEANPUATHN.

Bce gaie umMeroT MecTo ciiydau 3aBJIaICHUS KPYITHBIMU CYMMaMH.

[IpyuuHbI U yCIOBHUS, CIOCOOCTBYIOIIME COBEPILECHUIO MPECTYIIICHUH,
KaK MpaBWiIO OECIeYHOCTh CaMUX IOJIb30BaTeNel, a UMEHHO JaepiKarenei
OAHKOBCKMX KapT, WX MW3JIMIIHAS JOBEPUYMBOCTb, HEOCMOTPHUTEIIBHOCTb,
HEOCBEJIOMJICHHOCTh O CIOCO0aX 3alllUThl U KOMIPOMETALMU IJIATEXKHBIX
PEKBU3UTOB.

YTo0BHO-HaKa3yEMbIE NESHUS Ha3BaHHOMU KAaTeropuu
XapaKTEpU3yIOTCSI BBICOKOW CTENEHBIO JIATEHTHOCTH, W, KAaK CJIEICTBHE,
KpalHe HU3KOW PAaCKPBIBAEMOCTBIO.



[IpakTuka paccieqoBaHUSI YTOJOBHBIX J€1 O TaKUX MPECTYIUICHUSIX
MOKAa3bIBAa€T, UYTO HX Jerye MpPeJOTBPATUTh, YE€M pPACKPBITh U HAWUTHU
BUHOBHOTO.

Ha texkymmuit MomeHT Ha Tepputopun PecmyOnuku benapyce u
['poaHeHCKOM 00J1aCTH B YaCTHOCTH MOKHO BBIJIETTUTH CIEAYIOIINE Hanbosee
pacrpoCTpaHEHHbIE CIIOCOOBI M CXEMBbI XUIIIEHUH ¢ ucnoib3oBanuem UKT:

1. 3aBiageHne NEHEKHBIMH CPEACTBAMHU MO MPEIJIOroM NPOJAKHU
TOBApPOB B COLIMAJIBLHBIX CETSIX U 4epe3 MecceHmkepbl. Hambomnee yacto B
nocieaHee BpeMs — B coluanbHOl cetn «MHcTarpam». 310yMBIIUIEHHUKH
co3fatoT (eHKOBBIE AKKAyHThl MO MPOAAKE ONEKIbI, 00YBH, MPEAMETOB
MeOen U HHTEpbepa, HAMOJNHIIT UX TEMAaTHYECKUX KOHTEHTOM W3
CBOOOJHBIX HCTOYHMKOB ceTu WMuTepHer ¢ doTorpadusamMu  SKoObI
peann3yeMoro ToBapa, pAI0M MOJOKHUTEIbHBIX OT3BIBOB, U C JOCTYIMHBIMU
[IECHAMH HIDKE PBIHOYHBIX, BCTYMAIOT B TIEPENUCKY B  Pa3IUYHBIX
MECCEeH/Kepax, Impeajiaras BHECTH 3a TOBap MPEoIUiaTy JUOO0 aBaHC MyTeM
NepeurciIeHns] Ha 0aHKOBCKHM cueT. /{7151 momyueHus: JeHEeKHbBIX CPEICTB MPU
3TOM, KaK TIPABUIIO, UCTIOIB3YIOTCA 0AHKOBCKHE KapT-CueTa MOICTaBHBIX JIUI]
(«apomoBy, KaK OCBEJOMIIEHHBIX, TaK U HET), COIVIACUBILIUXCS O(POPMUTH HA
CBOC WMs OaHKOBCKYIO KapTy, MepefaB ee Ju00 ayTeHTU(PUKAIIMOHHbBIC
naHHble (JIOTMH M Tapojib CHCTEMbl JUCTAHIIMOHHOTO OaHKOBCKOI'O
oocnyxuBanus (nanee — CAbO)) nns gocryma k cuety. [anee mpoucxoast
NEPEeBOJIbI JICHEKHBIX CPEJCTB HAa HHBIE CUYETa, HEPEIKO OOHATMYMBAHUE
«IpoTaMu», WHBIMH HAHSATHIMH 3JIOYMBIIUICHHUKAMU JIMIIAMH, OOMEH Ha
KPUIITOBAIIIOTY TOCPEACTBOM OHJalH-cepBucoB nubo WII — rpaxnay,
PEIOCTABISIIONINX YKa3aHHBIE YCIYTH MYTeM pa3MeIlleHUH OOBSBICHUN B
cetu MHTEpHET.

AHanoruusbsle 00bsIBICHHS O MPOAAKE TOBapa MOTYT pa3MellaThCsl Ha
BeO-caiiTax, B cOOOIIECTBAaX WIN IIyTEM PACChUIKA B MECCEHDKEpaX, a TaAKxKe
Ha caiiTax apeH/Ibl HAJBUKUMOCTH IO/ MPEIOTOM BHECEHUS MPEIOTIATHI 3a
apeH/ly KBapTHUPBHI.

2.  ®ummHr (ot auria. fishing - peiOHast OBJs, BbIy>KHBaHUE) —
OJIMH W3 BHJIOB MOIIEHHUYECTBA, IIEJIBI0 KOTOPOTO SBISETCS MOJIYYCHHE
JnocTyna K KOHQUACHIHATbHON MH(GOpMALMKU MOJb30BaTeNe (pEeKBU3UTAM
OaHKOBCKUX IUIaTEXHBIX KapT, JoruHam u mapoyisiMm CIBO, mMoOumabHOTro
OaHKWHTa, MACIIOPTHBIM JIAHHBIM W WHBIM JIMYHBIM CBEACHHUSM) B IICIISAX
MOCTEAYIONIET0 XUIICHHs! ICHEKHBIX CPEACTB MOCPEACTBOM HCIOIb30BAHUS
JaHHBIX PpEKBU3UTOB. Hambonee dYacTo mJaHHAs TMPECTyNHas cXxema
pealn30BhIBACTCS B OTHOIICHWU KJIMEHTOB TOPTOBBIX HHTEPHET-TUIONIAIOK
(marmpumep, kufar.by). Beictynmas B ponm mokymaressi, 3JI0YMBINUICHHUK
HAXOJUT IMPOJIaBIlla TOBapa M BCTYIAET C HUM B MEPEMUCKY B MECCEHKepax
(«Viber», «Telegram», «WhatsApp»). OH cooOmmiaer, 4To TOBap €ro



3aMHTEPECOBAI U YXKe SKOOBI COBEPIIMII MPEAOIUIaTy (3a4acTyIO0 BhICHLIACTCS
CKPHUHIIIOT 3JIEKTPOHHOTO YeKa O MEPEeUrciIeHuH cpeaAcTB). g Toro, yToObI
MOJIYYUTh JaHHBIE CPEJCTBA, MPOMAABIYY SIKOObI HEOOXOJUMO MPOUTH IO
TUIEPCChUIKE U BBECTH JaHHbIe. HeBHUMATENbHBIN MHTEPHET-I0IH30BATEIb
MOXXET U HE 3aMETHUTh MOJMEHBI, TaK KaK MOJ0OHbIE CTPAaHMIIbI BU3YaJTbHO
CX0XkHU ¢ odopmieHHEM cailToB u3BecTHhIX cepBucoB (Kydap, EPUII,
CDEK, benmnouta, cailTbl pa3iu4HbIX OAaHKOB W Jp.). AApec NOIJIeIbHOU
BEO-CTPAHUIIBI TAK)KE MOXET HarmoMuHATh peanbHbid (kufardostavka.by, erip-
online.cor, belarusbank24.xyz, cdek-zakaz.info u ap.). Ecim kxeptBa
«TOMAJIETCS Ha YAOUYKY» M 3aMOJHUT (POPMY, COOTBETCTBYIOIIUE PEKBU3UTHI
JOCTyIa K 0AaHKOBCKOMY CUETY OKa)XKyTCs Y IpecTynHuKa. Uepe3 cuuTaHHbIe
MUHYTHI 37TOYMBIIUICHHUK OCYIIECTBJISIET MOCTYN K OaHKOBCKOMY CUETy U
NEPEBOAUT JICHEKHBIE CPEICTBA HA KOHTPOJIUPYEMbIE UM OAHKOBCKHE CUETa
nocpeacTBoM cepBucoB mnepeBojia («MThanky, nHbIE), 3apETUCTPUPOBAHHBIC
Ha TI0JICTaBHBIX JIMII.

Nmenn MECTO cly4au CO3/IaHHUS U M CITOJTh30BaHMUSI
3JIOYMBINJICHHUKAMH ~ (DUIIMHTOBBIX ~ CalWTOB, OPHUEHTHPOBAHHBIX  TIOJ
3aMpocChl MOJB30BaTeNield B MOUCKOBBIX cHUCTeMax. ' pakaaHe momajaroT Ha
Hux npsmo u3 Google m Yandex mocne 3ampocoB Tuma «bemapycOank
JUYHBIA KaOuHeT», «bemarponpoMbank WHTEpHET OAHKUHT» U T.1. YBHUICB
3HAKOMBIM 3arojIOBOK U JIOTOTHUII CaiiTa B BbIJlaue Pe3yJIbTaTOB MOUCKA U HE
yJAOCTOBEPUBIINCH B COOTBETCTBHH ajpeca cailiTa JIeHCTBUTCIBHOMY
JIOMEHHOMY HMMEHHU OaHKOBCKOTO YYPEKICHUS, IMOTEPICBIIUN 3arOIHSICT
OTKpBIBIIYIOCS (opMy aBTOpH3amuwu. B pe3ynbTaTe BBEACHHBIC IaHHBIC
OTMPABIIIOTCS TPECTYNMHUKY, a He Oanky. Jlamee xwuimeHue aeHer
MPOUCXOAUT AHAJOTUYHO C BBIBOJOM JCHEKHBIX CPEJCTB Ha WHBIE CUETa,
oOHanmMuMBaHus MO0 0OMEHa Ha KPUIITOBAITIOTY.

Takoke mproOpena MmomyIsIPHOCTh MOIIIEHHUYECKasi CXeMa, CBSI3aHHas C
IIPOBEACHUEM SIKOOBI «PEKJIaMHBIX aKIMii» OT UIMEHHU W3BECTHBIX B bemapycu
TOproBuIx OpaHAOB. [locie mpoxoxaeHwsl ompoca Ha TOIACIBHOM CalTe
(MpakTUYECKH HE OTIMYMMOM OT OPWUTHHAJILHOTO) TIOJIB30BATENIO IS
MOJIYYCHUSI BBIMTPHINIA TIPEIIAralioch CKadyaTh W yCTaHOBHUTH MOOMIIBHOE
NPWIOXKEHNEe, TPUBS3aB K HEMy OOHYCHYIO M OaHKOBCKyIO0 KapTy. Ecmm
JKEPTBA BBITIOJIHSIA 3TO YCJIOBHE - MOIICHHHUKHU TOJTYy4Yaldd PEKBU3UTHI IS
XUIICHUS JCHE)KHBIX CPEIICTB.

3. Bummur_(anri. vishing, ot voice phishing) — onun u3 cnoco6os
MOIIICHHUYECTBA C MCIOJIB30BAaHUEM COIMALHON WHXEHEPUH, KOTOPBIN
3aKJTFOYACTCS B BBIBEACHUHU 3JIOYMBINIJICHHUKOB JKEPTBBI Ha IKEIACMYIO
MOJIC]Tb TIOBEACHUS C IICJIBIO 3aBJIaJCHUS KOHPUACHIIMAILHON HHMOpMaIun
JUISL  TIOCIIEYIOMIET0 XHWINEHHUS cpeiacTB. Kak mpaBwiio, MpeCcTymHUKH
MAaCKHPYIOTCSI B MECCEHJIKEpax IMOJ JIOTOTUIIOM y3HABAEMBIX OEIOPYCCKUX
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O0aHKOB, BBOJS B 3a0JyXJE€HHUE NOTEHIHAIbHBIX XKepTB. OT HMeHU
O0aHKOBCKOTO COTPYJHHMKA WM TPEACTaBUTEIS MPaBOOXPAHUTEIbHBIX
OpPraHoOB  3JIOYMBINIJIGHHUKHA  COOOIIAIOT  JKEpPTBE, YTO HEOOXOJIUMO
OCYILIECTBUTh KaKHUE-TMOO EUCTBUS ¢ OAHKOBCKOM IUIATEKHOM KapTOM, Tak
KaK KTO-TO JIMOO MBITACTCS MOXUTHTh C HEE JEHEKHBIC CPEACTBa, JHOO
oopMIISIET KPEIUT, JIMOO MPOU3BOJUT IMOJO3PUTEIIBHYIO OIUIATY. 3aBJajEB
pPEKBU3UTAMU OAHKOBCKOW IUIATEXKHOM KapThl, MPECTYIMHUKHA OCYIECTBIISIOT
XUIIEHUE JICHEKHBIX CPEACTB € OAaHKOBCKOIO cueTa mnoTepreniiero. B
nocjeaHee BpeMmsi HauboJiee akTyaldbHas cXemMa — MOOYXKICHUE >KEPTBBI
OTKPBITh KPEIUT. 3JIOYMBIIICHHUKH COOOIIAIOT KEPTBE O TOM, YTO SIKOOBI
KTO-TO TIOCTOPOHHMH MBITAETCS OTKPBITH KPEAUT HA €€ UMs, U IS €ro
JIeaKTUBAIIUN HEOOXOJMMO CaMOCTOSITEIbHO OOpaTUThCA B OAHK M OTKPBITH
KpEAUT, IIepeCiaB BIOCIEACTBUN PEKBU3UTHI CUETA.

AHaJOTMYHO aKTyajbHA CXE€Ma 3aBJIaJCHUS JICHEKHBIMU CPEACTBAMHU
nocpeacTtBoM HHCIEeHUpoBKkU J[TII mo BuHE OIU3KUX WM POACTBEHHUKOB,
KOTJIa TIOKUJIBIX JIIOJIEN BBIHYXKAAIOT MEPENaTh KPYIHbIE CYMMBbI JIEHEXKHBIX
CPEACTB JUIsi BO3MENIEHUS yliepOa, MOoJa MPEeIIorOM OCBOOOXKIEHUSI OT
YIOJIOBHOM OTBETCTBEHHOCTHU M T.II., IPU KOTOPOM TAKKE B KAKOW-TO YACTH
ucnoisb3yroresa UKT.

4.  BpIiMoOrareabcTBO WIM  IIaHTax. B psge  caydasx
3JI0YMBIIIJICHHUKH MOTYT  yIpoXXaTb pasrilallieHueM  pa3IuyHbIX
KOMIIPOMETUPYIOIINX CBEACHUNU C LEJIbI0 BbIMOrarenbcTBa. CoOUUAIbHBIE
CEeTH — OTO KJaJe3b NepcoHanbHOM HHMOpMaruu o uyenoBeke. [lomydyus
HECAHKIIMOHUPOBAHHBIM JIOCTYNl K CTpaHUIlaM B COLUUAIBHBIX CETHX,
MEPENUCKE AJIEKTPOHHBIX IOYTOBBIX SIIMKOB U OOJAYHBIM aKKayHTaM U
3aBIaJCB HM300paXCHUSAMH, HE MNpPEAHA3HAYCHHBIMUA I MyOJIWYHOTO
MIPOCMOTpA, MPECTYIMHUKHA BCTYIMAIOT B TIEPEMUCKY C MTOTEPIICBITMMU, TPEOYS
pa3HbIE JICHEKHBIE CYMMBI Y YTPOXKask B CJIydae OTKa3a PaCOpPOCTPAHUTH UX B
cetu MHTepHeT. AHAIOTMYHO «HA YJIOYKY» IPECTYMHUKOB IMOMAAAI0TCS
JIMIIA, BCTYNAIONIME B MEPENUCKY C Pa3IMYHBIMUA MOJb30BATEIISIMUA Ha CanTe
3HAKOMCTB  (OPOTHYECKOTO U  TOPHOKOHTEHTa), Korjga  OOIIECHUE
npojoikaeTcs B (opMare BHUICOCBI3U U 3J0YMBIIIJIEHHUK BBIHYXK/A€T
(CKepTBY» TIOKa3aTh OOHa)XCHHBIE YacTH Tejla, B JajJbHEHIIeM TpeOys
MEPEBOJIA JCHEXKHBIX CPEJICTB MOJI AHAJIOTUYHOM YIPO30M paclpOCTPaHECHUS
dboTorpaduii WIM BHUACO3AMUCH, B TOM YHCJIC YyKa3bIBas IOTCPICBIICMY
KOHTAKThI 3HAKOMBIX M3 COIIMAJIbHOMN CETH.

5. CpoOoaHblii gocTyn Kk O0aHKOBCKOHM kapte. B psme ciydaes
MPUYUHON XHUIIEHUN ¢ OAHKOBCKUX CUETOB CTAaHOBATCS HE XUTPHIC CXEMBbI
MOIIIEHHUKOB, a OaHajbHasl yTeps KapThl, OCTABJICHUE €€ B JITKOJOCTYITHOM
MECTE WJIM Tepeaadya UHBIM JINIAM JIJI1 OCYILECTBICHUSI PAa30BbIX IJIATEKEM.
Pa3zHOBHAHOCTRIO  TOAOOHOTO  JIETKOMBICIHS  SBJISCTCS  XpaHEHHUE



dboTonzo0paxeHnii 0aHKOBCKUX KapT WJIU IUIATEKHBIX PEKBU3UTOB B MAMSITU
MOOMJIPHOTO TejeoHa, B TMOYTOBOM aKKayHT€ WM JUCTAaHIIMOHHOM
oOnayHoM xpanuiumie. [Ipy HECaHKIIMOHMPOBAHHOM JOCTyIE K TaKoOMy
XpaHWIUIY TPECTYNMHUK TMOJy4aeT OCECHpemnsiTCTBEHHBbIH JOCTYyN K
0aHKOBCKOMY CYETy ero Biajaenbmna. Puck ocrtaTbcs 0e3 3apaboTaHHBIX
JICHEKHBIX CPEACTB TaKxke yBenuyusaeT xpaneHue PIN-kona psaaoM ¢ kaproi
(HampuMep, 3alMuCaHHBIM Ha OyMa)XXKe B KOIIIEJIbKE WJIM Ha CaMou
OaHKOBCKOMW KapTe).

6. BEC-araku (komMmpomeranmusi  JeJIOBOH  3JIEKTPOHHOI
NMepenucKu) ¢ Hedbl0 XHUINEHHUS JeHEeKHBIX CPeACTB NpeInpusTHil C
NMOJAMEHOI PEKBU3UTOB 0AaHKOBCKHX CUYETOB KOHTPAreHTA.

Cnoco6 coBeplieHUsT paccMaTpPUBAEMOIro BHJa MOIICHHUYECTBA
3aKJIIOYAETCS B MOJAMEHE PEKBU3UTOB OAHKOBCKHMX CUETOB 3apyOeiHBIX
koHTpareHToB (Ilonpma, Wranus, JlutBa u np.) mpu omuiare 3a MOCTABKY
TOBapOB.

Tak, mocne corjiacoBaHusi CYIIECTBEHHBIX YCIIOBUM KOHTpakTa
C 3apyOeKHBIM TIAPTHEPOM, a B OTJEJbHBIX CIIydasX M €ro IMOJNUCAHUS
Ha DJIEKTPOHHYIO TIOYTYy OpraHu3auudl (IpeAnpusiThs) MOPECTyNHUKAMHU
HaIpaBJsieTCd COOOIICHUE SKOOBI OT WMEHU COTPYAHHKA HHOCTPAHHOTO
KOHTpareHtra 00 W3MEHEHWHU PEKBU3UTOB OaHKa W HEOOXOJUMOCTU
MEPEUYUCIICHUS] JEHEKHBIX CPEJCTB HA HOBBIM CYET (HAIpUMep, MO0 MPUIYMHAM
yIjlaThl 3HAQYUTEIBHOIO Hajora B paHee oOOCIyXuBarolleM OaHKe,
NPEBBIIICHUS JIUMUTA Ha CYETY, MPOBEJCHUS B OTHOIICHUH MPEAIPHUSATHUS
roCyJAapCTBEHHOTO ay/IUTa).

IIpy »oTOM aapec SAEKTPOHHOM TOYTHI MOIICHHUKOB HWMEET
3HAYUTEIBHOE CXOACTBO C pEAJbHBIM, YTO YaCTO OCTAETCS HE3aMEUYEHHbBIM
(marmpumep, Sales.bianchi@gmail.com Bmecto sales@bianchi.com), a B
OTIIETLHBIX CIydasiX sIBISETCS MASHTUYHBIM. OCOOCHHOCTHIO TAKXKE SBIISICTCS
TO, YTO B COJEPKaHUU MEPBOHAYAIBHO HAIMPABJISIEMBIX MTHCEM OTCYTCTBYIOT
KaKue-M00 BJIOKEHMS, THUIEPCCHUIKM, B CBSI3M C UYE€M OHU HE BbBI3BIBAIOT
NOJO3PEHHUS] Yy COTPYAHMKOB OpraHM3aldd M HE  ONpeAelstoTCs
AHTUBUPYCHBIM  MPOTPAMMHBIM  OOECIIEYEHHEM B  KA4eCTBE  YIPO3bI
oesomacHoctu.  Ilocienyromass — mepemucka YK€  OCYLIECTBIISIETCS
C KHOepIPECTYIMTHUKAMHU.

Peanmusamusa nogoOHOW CXEMBI XHUILEHHWS BO3MOXKHA C ITOMOIIBIO
MOJYYEHHS] HECAHKIIMOHUPOBAHHOTO JOCTYyNa K 3JEKTPOHHOW MOYTE OJHOMI
U3 CTOPOH CHENKH (MOCPEICTBOM JIEUCTBUS BPEJOHOCHOW MPOrPaMMBbI,
¢bummHra, noxdopa mnaposs). IlomyyuB moCcTynm K 3JIEKTPOHHOW MOYTE
CyObeKTa XO3SHMCTBOBAaHMS, MPECTYNMHUKH pacrosiararor uHdopmarumendn o
npeaMeTe, yCJIOBHUSX JOTOBOPAa M MOTYT BECTH MEPEMUCKY, HE BbI3bIBas
nogo3pennsi. [losTomy B ciydae HEOOXOIMMOCTH WMH HAIPaBIISIOTCS




JNOTOJIHUTEIBbHOE  COIVIAIIEHWE, WHBOMC, OJHAKO C  HU3MEHEHHBIMHU
peKBU3UTaMH  OAHKOBCKOTO  cu€Ta M  KOHTAKTHBIMU  JITaHHBIMU
npeacTaBuTene GUpMbl MyTeM WX HaJOKEHHs Ha TIOJATOTOBIICHHBIE paHEE U
COXpaHEHHBIE B COOOIIEHUSAX TOKyMEHTHI. [Ipum 3TOM muchMma peasbHOTO
KOHTpareHta BCJEIACTBUE M3MEHEHHMS HACTPOCK DJIEKTPOHHOM MOYTHI
aBTOMATUYECKH MOMEYAIOTCS KaK MPOYMTAHHBIE U IEPEagpeCcOBBIBAIOTCS B
nanky «Cnam» wim «Kop3uHay.

UtoObl He cTaThb JKEPTBOW KUOEPIPECTYNHUKOB HEOOXOIUMO
NPUACPKUBATHCS CIEAYIOMINUX TPaBUIL:

- HUKOT/Ia, HUKOMY M HHM TIPH KaKMX OOCTOSITEIHCTBAX HE COOOIIATH
PEKBU3UTHI CBOMX OAHKOBCKHX CUYETOB U OAHKOBCKHMX KapT, B TOM YHCIIC
JUIaM, MPEICTABUBIIUMCS COTPYIHUKAMHU OaHKa WA MPaABOOXPAHUTEIbHBIX
OpraHoB;

- HE cleAyeT coo0Iarh B TeJle(OHHBIX pa3roBOpax U MpU OOILIEHHUH B
COIICETSAX TOJIHBIM HOMEp KapTO4yku, cpok ee neuctBus, kox CVC/CVV
(HaxopmsuIMecss Ha OOpaTHOW CTOPOHE KapThl), JJOTUH U MapOJib K UHTEPHET-
OaHKUHTY, MAcCMOPTHBIE JJaHHbIC, KOJO0BOE CJIOBO (1udpoBor koja) u3z SMS-
COOOIICHUI;

- B Clly4ae MOCTYIUIEHHS 3BOHKA «OT COTPYJIHHKa OaHKa» HEOOXOAMMO
YTOYHUTH €ro (paMuiInio, HoMep TeiaepoHa, Mocjae Yero 3aBepLIuTh Pa3roBop
U CaMUM IMO3BOHUTH B 0aHK WJIM B KPYIJIOCYTOUHYIO CIIy>KOy cepBHCa, HOMEp
KOTOpOW HalKMcaH Ha OOOPOTHOW CTOPOHE IUIATEKHOW KapThl, COOOUIUTH O
ciayuuBmeMca. Ckopee BCEro, HUKaKUX HECAaHKIIMOHMPOBAHHBIX OIEpanui
He OBIJ10, M HUKTO M3 0aHKa HE 3BOHMII;

- B TOM clly4dae, €clid C UCIoJIb30BaHueM Baiiero cuera u mpaBja KTo-
TO OyJeT NbITaThCA COBEPIIUTHh HECAHKIIMOHUPOBAHHBIE ONEPALMU U OAHK
3TO 3aMETUT, TO €ro COTPYJHUKH CIepBa HHUIUATUBHO 3a0JIOKUPYIOT
OAaHKOBCKYIO IJIATEXKHYIO KapTy, 3aTeM cooOiar BaM npuyuHy OpUHSITOrO
penieHus (HU4ero He YTOUHSs) U IPUTJIACAT MOCETUTh OaHK C MaclopToOM s
NOJIyYEHUS! HAJIMYHBIX JIEHEXKHBIX CPEACTB M HAIMMCAaHMS 3asiBJICHUA Ha
MIEPEBBITYCK KAPTHI;

- HM B KOEM CcCly4ae HE€ MpEeAOCTaBISATh JOCTYIl K MOOWIbHOMY
yCTPOICTBY NOCTOpOHHUM JuiaM. Hukoraa He ycTaHaBiuBaTh Mo mpockdam
HE3HAKOMBIX JIMII IPOrpaMMbl YAAJIEHHOTO JIOCTYyIa, TaKue, HalmpuMep, Kak
«AnyDesk», «TeamViewer» u ap. He cooOmars HE3HAKOMBIM JHIIAM
CEaHCOBBbIE KOJAbl. Uepe3 3TH NPWIOKEHUS MOIICHHHKH MOTYT TOJYYUTh
JOCTYIl K MOOWJIIBHOMY MNPUIIOKEHUI0 HWHTEpHET OaHKMHTra Ha Bamem
YCTPOWCTBE M COBEPIIUTHh XMILEHUE JIEHEXKHBbIX cpenctB. Creayer 3HATH:
COTPYAHUKHU OaHKOB HHUKOTJAa HE HCHOJB3YIOT JIsl CBA3U C KIMEHTaMu
MecceHkepsl («Viber», «Telegramy, « WhatsApp»);



- B HACcToOsilee BpeMsl MPOCTO HEOOXOJUMO HAJIMYHUE BTOPOU
O0aHKOBCKOM MJIATEKHOM KapThl, HE MPUBSI3aHHON K OCHOBHOMY OaHKOBCKOMY
cuery (Hampumep, 3apIuiaTHOMY). DTOM KapTOW CleNyeT pacCUUTHIBATHCA B
cetu MuTepHeT, 3apaHee MOMOJHAA €€ Ha HEOOXOoauMyro cymMMy. B Takom
ciydyae Bbl cMokeTre 00€30MacuTh CBOW OCHOBHOW OaHKOBCKHH CUET.
Muorue OaHKM mOpemsiaraloT CBOMM  KJIMEHTaM  YCIYry  BBIITyCKa
«BUPTyaJbHON KapTbl». IIpomecc ee OTKpbITUS HE TpedyeT NOCEIICHUs
KJIMEHTOM OaHKa W MPEJCTaBiIsieT COOOM JOCTATOYHO OBICTpPHIA mpouecc. B
utore Bbl cTranere o0namareneM 3JIEKTPOHHOTO aHAJIOTa OAHKOBCKOM KapThl,
MOCPEACTBOM KOTOPOM CMOXETE€ PAacCUMTBIBATBCA 3a YCIyIM B CETHU
NHTepHeTr 0e3 pucka CKOMIIPOMETUPOBATh OCHOBHOM OaHKOBCKHM CUeT.
[IpocTo mepen omiatoi cleayeT IOIMOJHUTh €€ HEOOXOIUMOW CYMMOM C
OCHOBHOW KapThl;

- KaXJIbI Bilajieniel] 0AHKOBCKUX IUIATEKHBIX KapT MOKET HACTPOUTh
COOCTBEHHBIM alNTOpPUTM O€30MAaCHOCTH MpPH HMX HUCHOJb30BaHUM. JJis
oOecrieyeHUsT COXPAHHOCTH JICHEKHBIX CPEJICTB, pa3MEIICHHbIX Ha
OaHKOBCKHMX CUETaX, KaXJbId JepKaTesib KapTOYKU MOCPEACTBOM CHUCTEM
JUCTAHIIMOHHOTO  OAaHKOBCKOTO  OOCHY>KMBaHUSI  MOXET  YCTaHOBHUTH
WHIUBUIyaIbHbIE OTpaHuueHus (MUMUTHI/3anpeTsl). Cpeaum OCHOBHBIX —
cluenymoomme: moakirdeHue  TexHoiorum  3D-Secure  (oOs3arenbHOE
MIOATBEPKIACHUE ONEPALUM, COBEPUIAEMBIX JCPKATEISIMA KapTOYEK C
NPUMEHEHUEM HUX PEKBU3UTOB B ceTH VHTEpHET); ycTaHOBJIEHHE OaHKOM-
SMHUTEHTOM  OrpPaHUYEHUE HA TMPOBEIACHHE  PACXOJHBIX  OMNEpalun
(MakcuMasbHas CyMMa U KOJIMYECTBO OIEpalluii B OMNpPEEICHHBIA MEePHO
BPEMEHH); BO3MOXKHOCTh CAMOCTOSATEJIbHO yCTAaHABJIMBATH OTPAaHUYCHUS (HA
IIPOBEACHUE oOmepanui B ceTu MHTEpHET, Ha COBEPIIECHHE OIEpalud B
KOHKPETHOM CTpaHe, Ha COBEPILIEHUE OTACIbHBIX BUIOB ONEpaIUii);

- qnus  J0CTylma K CHCTeMaM JHCTAaHIIMOHHOTO OaHKOBCKOTO
oocnyxuBanus (CABO) u MUYHBIM akKayHTaM HEOOXOJIMMO HCMOJIb30BATh
CIIOXHBIE  TApOJIM,  MCKJIIOYAIOIIUE  BO3MOXHOCTH  HMX  HoJ0opa.
PexoMeHtyeTcst COCTaBJISITh KOMOUHAIIMK TapoJie He MeHee yeM u3 12
3HaKOB (LK(]pbI, OYKBBI U CUMBOJIBI B pa3HOM peructpe). Cneayer co3gaBath
YHUKaJIbHBIE TMApOdM JUIsl KaXJAOro cepBuca B otTaelbHOCTH. Crout
BO3JEPKATBCA OT IMAPOJIEH, COCTABICHHBIX W3 AT POXKICHUSA, HWMCEH,
dbaMunuii — TO €CTh TEX, KOTOPBIC JIETKO BBIYUCIHTH W3 OOIIECTOCTYITHBIX
HMCTOYHUKOB WH(MOpMaIuy (HampuMmep, TeX K€ COIuaabHbIX cereid). Taxxke
CJIEAYET PEryJsipHO MEHATH MapoJik, 4YeM yaie — TeMm jaydiie. [lonp3yitech
TOJIKO ITPOBEPEHHBIM MEHEIKEPOM MapOJIEH;

- MpU TIOCTYIUIEHUU B COIUAJIBHBIX CETAX COOOIIEHHH OT JIHII,
COCTOSIIIIUX B KATErOpUM «JIPYy3bsi», C MPOCbOAMU O TMPEaOCTaBICHUU
PEKBU3UTOB OAaHKOBCKUX IUIATEKHBIX KapTOUEK — HE CIEAyeT cpa3y ke



OTBEYaTh Ha MOAOOHBIE cooOIeHns. Hepenko Takue npockObl pacchUIatOTCs
OT UMEHU Jpy3€l MPECTyNHUKAMH, B3JIOMABIIMMH aKKayHT B COLUAJIbHOMN
CeTH W MOJYYMBUIMMH JOCTYN K KOH(puIeHUuanbHOU mnepemnucke. [loaromy
CHayajga HEeOOXOJMMO CBS3aThCS C ATUM YEJIOBEKOM (IO TeneoHy, JIUYHO
BCTPETUTHCS) U YTOUHUTD, JEHCTBUTENBHO JIU OH HYK/IA€TCS B TOMOILY;

- Il TOrO, YTOOBI HE CTATh >KEPTBOM MOILIEHHHUKA, TO3BOHUBIIETO I10
TeneOoHy U COOOIIMBILIETO O MMONaJaHuU B O€ly pOJACTBEHHUKA, HEOOXOIUMO
HEMEJJIEHHO MPEKpaTUTh TeAe(POHHBIM pa3roBop. OTUM NPECTYIHHK
JMIIUTCS BO3MOKHOCTH HCIIOJIb30BATh CBOM MCUXOJOTHMYECKUE TPUEMBI IS
Bo3aeiicTBus. Ilocie atoro cienyer nepe3sBOHUTH OJIM3KOMY YEIOBEKY U
JUYHO YTOYHUTH y HET0, YTO Mpou3ouuio. Eciu 3BOHUBIIMEI YBEpSET, UTO
POJICTBEHHUK HaXOAMTCS B MWIHLHUUA WM C €r0 y4dyacTUEM IPOBOISATCS
CIIEJICTBEHHBIE JEUCTBUS, HEOOXOIMMO IIO3BOHUTh B JEXKYPHYIO 4YacTb
OpraHa BHYTPEHHHUX JieJl uiu 1o HoMmepy 102, u BBIACHUTH IPaBIUBOCTH €r0
CJIOB;

- B LEISIX 3alllUThl YCTPOHCTB HEOOXOAUMO HCIOJIb30BaTh
JUIEH3UOHHOE  MpOrpaMMHOE  OO€CleueHHUe, PEryjasipHO  OOHOBJISTH
OpOorpaMMHOE OOECIeYeHHEe U  OINEPAlMOHHYI0 CHUCTEM. Y CTaHOBUTh
AHTUBHPYCHYIO MpPOrpaMMmy CJEAYeT HE TOJbKO Ha MEPCOHAIBHBIN
KOMIIBIOTEpP, HO U Ha CMapT(OH, MJIAHIIET U PETYJISIPHO OOHOBIIATH €€.



