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MPOPMIAKTUKA NIPECTYIUIEHUN, CBA3AHHBIX C
HEIIPABOMEPHBIM 3ABJIAJIEHUEM PEKBU3UTAMU
IJIACTUKOBBIX BAHKOBCKHUX KAPT U XUIIIEHUEM CPE/JCTB
C KAPT-CUETOB I'PAKJIAH, A TAKKE B COEPE BBICOKHX
TEXHOJIOI' U1

Mamepuan noocomosnen
ynpasnenuem Credcmeennoz2o komumema Pecnyonuku bBenapyco
no I poouemnckoti ooracmu

Bopbba ¢ kubepnpecTynmHOCThIO — OJHO M3 aKTyaJIbHBIX HaIlpaBJICHUU B
NEATEIbHOCTH IPAaBOOXPAHUTEIBHBIX OPraHOB, O YEM CBHUJACTEIIBCTBYIOT
eXeTHEeBHBIC (DaKThl BO30YKACHUS CIICICTBEHHBIMHU TOJIpa3ICICHUSIMHA 00J1aCTH
YIOJOBHBIX JI€d JaHHOW Kareropuu. [lomaBisonlyr0 MX 4YacTh COCTaBJISIOT
XUIIEHUS JICHEKHBIX CPEACTB C KapT-CUETOB TpaKAaH IyTEM 3aBJIAJCHUS
pPEKBU3UTAMHU OAHKOBCKHX IJIACTUKOBBIX KapT.

VYka3zaHHble OOILIECTBEHHO ONAacHble JesaHHs B ['pomHeHCKOM o0jacTu
(UKCUPYIOTCS €XEIHEBHO, HEpenKo 3a CyTKu Ooznee uem mno 10 Ttakux
XHUIICHUH.

[ToTepneBmMMY OT HA3BAHHBIX YTOJIOBHO-HAKA3YEMBIX JICSTHUM SBIISIOTCS
BCE CJIOM HACEJEHUs — IMPENoAaBaTeI, CTYACHTbI, MEAULIUHCKUE PAOOTHHKH,
NIEHCUOHEPHI, O0e3padOTHBIC, JIMLA, HAXOASIIMECS B OTIYCKE MO YXOAy 3a
peOEeHKOM B BO3pacTe 0 3-X JIET, a TAK)KEe paOOTHUKH Pa3IUUYHbIX OPTaHU3aIHi
u npeanpuatuil. Bce daile MMEIOT MECTO ciydyad 3aBiaJieHUs KPYHHBIMU
CyMMaMH.

[IpuuuHbI U yCOBUS, CIIOCOOCTBYIOIIUE COBEPIICHUIO MPECTYIICHUN —
OecrneYHOCTh CaMHX MO0JIb30BaTENe, a UMEHHO Jep)Karesiell OaHKOBCKUX KapT,
UX M3JIUIIHAS JOBEPUYUBOCTb, HEOCMOTPUTEIBHOCTb, HEOCBEAOMIIEHHOCTH O
CHoco0ax 3alUThl 1 KOMIIPOMETALMH TUIATEKHBIX PEKBU3UTOB.

IIpecTtynnenuss Ha3BaHHOW KATErOPUM XapaKTEPU3YIOTCS  BBICOKOU
CTEIIEHBIO JATEHTHOCTH, U, KaK CJIEICTBHE, KpallHE HU3KOM PAaCKpPbIBAEMOCTBIO.
BBuay dero mpecTymuieHHs Ha3BaHHOW KaTEropuu Jierde MpeAaoTBPaTUTh, YEM
PacKpbITh U HATH BUHOBHOTO.

B mHacrosimiee Bpemsi HauOoliee pacHpOCTPaHEHHBIMH —Crocobamu
3aBJIAJICHUS] PEKBU3UTAMU JOCTYIA K OAHKOBCKUM CUETaM SIBJISIFOTCS:

1.  Bumwmnr (anra. vishing, ot voice phishing) - ogun u3 Meronos
MOIIIECHHUYECTBA C HCIOJIb30BAHUEM COLMAIBHONM WHXEHEPUH, KOTOPBIN
3aKJIF0YAETCSl B BHIBEJCHUU 3JIOYMBIIIJIEHHUKOB KEPTBbI Ha JKEJIaeMyI0 MOJIEIb
MOBEACHUS C LEJIbI0 3aBlaJeHUs KOH(QUIACHIMAIbHON HHPOpMalUUU i
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MOCJIEIYIOIIEr0 XUIIEHUs cpeAcTB. Kak mpaBuiio, MpecTyNHUKN MacCKHPYIOTCS
B MECCEH/[KEepax IOJ| JOTOTUIIOM y3HAaBaEMbIX OEOPYCCKUX OaHKOB, BBOJS B
3a0y’KJIeHHE MOTEHUUATBbHBIX >XKepTB. OT MMEHU OaHKOBCKOTO COTPYJIHHKA
WIM TPEICTABUTEN IPABOOXPAHUTEIBHBIX OPraHoB  3JI0YMBILIJIEHHUKH
COOOIIAIOT JKEPTBE, UYTO HEOOXOIWMO OCYIIECTBUTHh KaKHE-TUOO JEUCTBUSA C
OaHKOBCKOW IJIATEKHOW KapTOM, TaK KaK KTO-TO JIMOO MBITACTCS MOXUTUTH C
HEE JICHEXKHBIE CpelCcTBa, JUOO0 odopMIsieT KpeauT, JUOO MNPOU3BOJIUT
MOJIO3PUTENIbHYIO OIUIaTy. 3aBJiaJieB PEKBU3UTAMU OaHKOBCKOW ILIATEKHOM
KapThl, NPECTYNHHUKU OCYIIECTBISIIOT XHUUIEHUE [JE€HEKHBIX CpPEICTB C
O0aHKOBCKOIr0 cuera norepreniiero. B nmocnennee BpeMst Hanbosee akTyallbHas
cxema - MOOYXKIEHUE KEPTBbI OTKPBITh KPEIUT. 3MOYMBINUICHHUKHA COOOIIAI0T
KEPTBE O TOM, UTO SIKOOBI KTO-TO MMOCTOPOHHUM MBITAETCS OTKPHITh KPEAUT HA
€€ UM, U JJIs €Tr0 JIeaKTUBAIMK HEOOXOIUMO CaMOCTOSITEILHO OOpaTUTHCS B
OaHK U OTKPBITh KPEIUT, MIEpECiaB BIOCIEACTBUNA PEKBU3UTHI CUETA.

2.  @umuHr (ot anri. fishing - pplOHas J0BIIS, BBy KUBAHUE) - OJIMH U3
BHUJIOB MOIIIEHHUYECTBA, ILEJIbI0 KOTOPOIO SBJISETCS MOJYYEHUE JOCTyNa K
KOH(UJECHIIMAIBHBIM JJAHHBIM TI0JIb30BaTEJIE (JIOTHHAaM U TMapojsiM) U
NOCJIEIYIOIIEr0 XMILEHUSI JACHEXHBIX cpeAcTB. Haubonee wyacTto paHHas
NpPECTyIHAsE CXEMa pPEaIUu30BbIBAET B OTHOUIEHWHU KIHUEHTOB TOPIOBBIX
UHTEpPHET-TUIOMAA0K. BpicTynmass B poiid TNOKynaTens, 3JI0yMBIILIEHHUK
HaxXOAUT MPOJIaBlla TOBAapa M BCTYIAET C HUM B MEPENUCKY B MECCEHIKEpPAX
(«Viber», «Telegram», «WhatsApp»). OH cooOmaer, 4YTO TOBap €ro
3aMHTEPECOBAN U YK€ SIKOOBI COBEPIIMJ MPENoIUiaTy (3a4acTylo BBICHUIAETCS
CKPUHILOT 3JIEKTPOHHOI'O 4Y€Ka O MEPEeUUucICHUH CpencTB). s Toro, uToObl
NOJIYYUTh JIaHHBIE CPEJCTBA, NPOJABIY SKOObI HEOOXOAMMO NPOWUTH TIO
TUIEPCCHIIKE M BBECTH JaHHble. HeBHUMAaTENbHBIA HMHTEPHET-NIOJIb30BATEIb
MOXXET M HE 3aMETUTh MOJMEHBI, TaK KaK TMOJO0OHBIC CTPaHUIIBI BU3YaJbHO
cxoxu ¢ odopmieHrueM caidtoB u3BectHbix cepBucoB (Kydap, EPUII, CDEK,
benmoyra, caifThl pa3aM4HBIX OAHKOB U Ap.). AJIpec MOAAeTbHON BEO-CTPaHUIIBI
Takke MOKeT HamoMuHatTh peanbHbld (kufardostavka.by, erip-online.cor,
belarusbank24.xyz, cdek-zakaz.info u np.). Ecim xeprBa «momajgercs Ha
YAOUKY» H 3amoJHUT (OPMY, COOTBETCTBYIOIIME PEKBU3HUTHI JOCTyMa K
OAHKOBCKOMY CUETYy OKaXyTCi Yy MpecTylnHuKa. Yepe3 CUMTAHHbIE MUHYTHI
37I0YMBILIJIEHHUK OCYUIECTBISET JOCTYN K OaHKOBCKOMY CUETy U IMEPEBOIUT
JICHEKHBIE CPEJICTBA HAa KOHTPOJUPYEeMble KM OaHKOBCKHE CuUeTa WU
AJIEKTPOHHBIE KOILIEIbKU, 3apETUCTPUPOBAHHBIC HA MOACTABHBIX JHUII.

3.  CBoOomsplii mocTyn K OaHKOBCKOW Kapte. B psme ciydaes
NPUYMHON XUIIECHUH C OaHKOBCKHMX CUETOB CTAHOBATCS HE XUTPHIE CXEMBI
MOIIICHHUKOB, a OaHajbHas yTepsl KapThl, OCTABIICHHE €€ B JIETKOJIOCTYITHOM
MeCTe WM Tepe/laya MHBIM JIMIAM JJIS OCYIIECTBICHUS PA30BbIX IJIATEKEH.
Pa3HOBUAHOCTHIO 0100HOTO JIETKOMBICIIHS SABJISIETCS XpaHEeHHE
dboTonzo0pakeHnii OAHKOBCKUX KapT WIM IJIATEKHBIX PEKBU3UTOB B MaMSITH
MOOWIBHOTO Tele(dOHa, B TOYTOBOM aKKAyHTE WU TUCTAHIIMOHHOM OOJaYHOM
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xpaHwmiie. [lpy HECaHKIMOHMPOBAHHOM JOCTYIIE K TaKOMY XPaHWJIHIILY
MPECTYNMHUK MOJIy4YaeT OeCTpensITCTBEHHBIN TOCTYyN K OAHKOBCKOMY CYETY €ro
Biajzenbiia. Puck ocratbess 06e3 3apa0OTaHHBIX JICHEKHBIX CPEACTB TaKXKe
yBenuuuBaeT xpanenue PIN-koaa psgom ¢ kapToil (HarpuMmep, 3alMCaHHbIM Ha
OyMakKke B KOIIEJIbKE MJIM Ha caMOi 0AaHKOBCKOM KapTe).

4. Tloxynka c¢ mpenomutaroi. Hambosiee mpocTod, HO OT 3TOro He
MeHee pabortaronieid  (Gopmoil  MHTEPHET MOUICHHUYECTBA,  SIBISETCS
pa3MelIeHne MPecTymHUKaMu OOBSIBJICHUHN O MPOAaKe KaKuX-I1u00 TOBAPOB MO
OpocoBbiM 1ieHaM. Ho 1151 ero mosiyueHusi (SIKOObI MOCPEACTBOM IMOYTOBOM
MEPECHUTKH WM CITY>KObI JOCTaBKHU) TPEOYETCs EPEUUCICHUE MPEAO0IUIaThl UK
3aJlaTka Ha YKa3aHHBIE «IPOJABIOM» OAaHKOBCKYIO KapTy, 3JIEKTPOHHBIN
komresiek. OOBIYHO MOCJIe TEPEUYUCICHUS OXKUJIAEMbIi TOBap TaK U HE
MOCTYIIAET, a «IIPOJABEL» IIEPECTACT BBIXOIUTh HA CBSA3b.

5. IllanTaxx. B HEKOTOpBIX CiaydasXx 3JIOYMBIIUIEHHUKH MOTYT
YIpOKaTh pa3rialllCcHUEM Pa3IMYHBIX KOMIIPOMETUPYIOMINX CBEACHUM C L[EJIBIO
BbIMOraTenbcTBa. ColMaiabHbIE CETM — 3TO KJIAJe3b IEPCOHAIBHOU
uHpopmaruu o yenoBeke. [lodydyuB HECAHKIMOHUPOBAHHBIM JOCTYN K
CTPaHHUIAM B COI[MAIIBHBIX CETAX, MEPEMUCKE FIEKTPOHHBIX MOUYTOBBIX SIIUKOB
U 00JIauHBIM aKKayHTaM U 3aBIaJeB M300paKCHUSIMH, HE MpPeIHa3HAYCHHBIMU
U1 TIyOJIMYHOTO TPOCMOTpPa, MNPECTYMHUKU BCTYMAKOT B TEPEHUCKY C
MOTEPIEBIINMU, TPeOysl pa3HbIe IEHEKHBIE CYMMBI U yTpOKasi B cllydae OTKa3a
pacupoCTpaHUuTh UX B ceTu HTEpHET.

6.  OwunaiiH-urpel. MHayCTpUss MPOU3BOACTBA UTP JJIsi MIEPCOHATBHBIX
KOMITBIOTEPOB W MOOWJBHBIX TaPKETOB JAaBHO CTal0 BBICOKOIOXOIHBIM
ouzHecom. He yauBUTEILHO, YTO MOBBIIIIEHHBIM BHUMAHUEM OHA TMOJIB3YETCS U
Yy MOUICHHUKOB. [[€HHOCTh TyT MpEACTaBISIOT U aKKAyHTHI MOJIL30BATENICH, K
KOTOPBIM HEPEAKO MPUBS3aHBI PEKBU3UTHI OAHKOBCKHUX IJIATEKHBIX KapT IJIS
MOKYIIKM WIPOBBIX MPEUMYIIECTB, W KOJUICKIIMOHHBIE MPEAMEThI, KOTOPbIC
UTPOKH TaKXKE HEPEIKO MPUOOPETAIOT 32 PeasIbHbIC JIEHBIH.

B nocnennee Bpemsi y4aCTHIINCH ClTydad CO3AaHUsS (PUITMHTOBBIX CAaHTOB,
OPUEHTHPOBAHHBIX IMOJI 3aIlpPOCHl IOJIH30BATEJIE B TMOUCKOBBIX CHUCTEMAaXx.
['paxxnane momagarot Ha HUX npsamo u3 Google m Yandex mocie 3anmpocoB Tuma
«benapycbank nuuHbI KabuHEeTY», «bemarponpombank UHTEPHET OAHKUHT» U
T.1. YBHUJIEB 3HAKOMBIM 3aroJIOBOK M JIOTOTHUII CaiiTa B BbLAAYE PE3YJIHTATOB
MOMCKAa W HE YyAOCTOBEPHMBIIHCH B  COOTBETCTBMHM  aJpeca  cauTa
NEeUCTBUTEILHOMY  JIOMEGHHOMY  MMEHM  OaHKOBCKOTO  YUPEXKIICHHS,
MOTEPINEBIINI 3aMOHIET OTKpBIBIIYIOCS (hopMy aBTOpu3anuu. B pesynbprare
BBEJICHHBIC JJAHHBIC OTIIPABIISIIOTCS IPECTYTHUKY, a HE OaHKY.

Taxxe mpuoOpesia MOMyJIPHOCTh MOIICHHUYECKAas CXeMa, CBS3aHHAs C
MIPOBEACHUEM SIKOOBI «PEKJIAMHBIX aKIMi» OT UMEHH HM3BECTHHIX B bemapycu
TOproBeix Op3HAOB. Ilocie mnpoxokaeHus ompoca Ha TMOAJACIBHOM CalTe
(IpaKkTUYECKX HE OTJIUYUMOM OT OPUTHMHAILHOIO) IIOJB30BATEII0 IS
MOJIYYEHUSI BBIMTPHINIA MpEJIarajoch CKadaTh W yCTAHOBUTH MOOWIBHOE
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NPUJIOKEHUE, MPUBS3aB K HEMY OOHYCHYIO U 0aHKOBCKYIO KapTy. Eciu xepTBa
BBITIOJIHSJIA 3TO YCJIOBHE - MOLIEHHUKH TMOJYYaldu PEKBU3UTHI ISl XHUIICHHUS
JICHEKHBIX CPECTB.

Uro0bl HEe CTATh KEPTBOM KHOEPHPECTYNMHUKOB HE00X0IMMO
NPUAEPKUBATHCA CJIeAYIOIUX MPaBUJI:

- HHUKOTIJ/Ia, HUKOMY M HHM MNpPU KaKUX OOCTOSITENBCTBAX HE COOOIIaiTe
PEKBU3UTHI CBOUX OAHKOBCKUX CUETOB M OAHKOBCKHMX KapT, B TOM YHUCJIE JTUIAM,
MPEACTABUBIINMCS COTPYIHUKAMU OaHKa WIJIA MPABOOXPAHUTEIBHBIX OPTaHOB;

- HE CcJIeQyeT cooO0IaTh B TelAe(OHHBIX Pa3roBOpax W MpU OOIIECHUU B
COIICETSAX IOJHBII HOMEp KapTO4YKH, CpoK ee aeictBus, kojg CVC/CVV
(HaxomsmMecss Ha OOpaTHOM CTOPOHE KapThl), JJOTMH W MApoJib K MHTEPHET-
OaHKUHTY, MACIOPTHHIC JaHHbBIE, KOJ0BOE CI0BO (1udpoBod koa) u3 SMS-
COOOIIICHUI;

- B Clly4ae TOCTYIUICHUS 3BOHKAa «OT COTPYJHHMKA OaHKa» HEOOXOIUMO
YTOUHHUTH €ro (aMuinio, Homep TenedoHa, nocie Yero 3aBepuIuTh pa3roBop u
caMUM TIO3BOHUTH B OaHK WJIM B KPYTJIOCYTOYHYIO CIyXOy cepBHca, HOMED
KOTOpOW HaIlKMCaH Ha OOOPOTHOM CTOpOHE IiaTexHOoM kapThl. CoolOmure o
cinyuuBiieMcs. Ckopee BCEero, HUKaKMX HECAHKIIMOHUPOBAHHBIX ONEpaldii He
OBLIO0, 1 HUKTO M3 OaHKa HE 3BOHMII;

- B TOM Clly4ae, €CJIi C UCI0JIb30BaHHeM Baiiiero cuyera u rpasjia KTO-TO
OyZeT MBITaThCS COBEPIUINTh HECAHKIIMOHUPOBAHHBIC OINEpanud U OaHK ATO
3aMETHUT, TO €r0 COTPYJIHUKH CIIE€pBAa MHUIIMATUBHO 3a0JOKUPYIOT OAHKOBCKYIO
IJIATEXKHYIO KapTy, 3areM cooOmar Bam npuuuHy MNOPUHATOTO pEIICHUS
(HM4Yero He YTOYHSA) U MPUTIIACIT MOCETUTHh OAHK C MACIIOPTOM JIJIsl TTOTYUYEHUS
HAJIMYHBIX JICHEKHBIX CPEJICTB U HANUCAHUS 3asIBJICHUS HA MEPEBBIMYCK KapThi;

- HU B KOEM clly4yae HE MNPEJOCTaBISUTE JOCTYH K MOOWIHLHOMY
yCTPOMCTBY mocTOpoHHUM Juilam! Hukorga He ycraHaBIMBalTe MO MpochOam
HE3HAKOMBIX JIMIl MPOrpaMMbl YJAJE€HHOr0 JOCTYIa, Takue, Hampumep, Kak
«AnyDesk», «TeamViewer» u ap. He cooOmaiiTe HE3HAKOMBIM JIHIIAM
ceaHcoBble Koiabl! Uepe3 3T NPWIOKEHUS MONIEHHUKH MOTYT MOJYyYUTh
JOCTYIl K MOOWJIBHOMY TMPUJIOKEHUIO HWHTEpHET OaHKWMHTra Ha Bamiem
YCTPOMCTBE W COBEPIIUTH XUIIEHUE JIEHEKHBIX CPEJCTB. YUTHUTE: COTPYIHUKU
O0aHKOB HMKOT/Ia HE UCIOJB3YIOT IS CBSI3M C KIMEHTaMU MECCEHJKEPhI
(«Vibery, «Telegram», « WhatsApp»);

- B HACTOSIIEE BPEMs MPOCTO HEOOXOIUMO HAIUYME BTOPOU OAaHKOBCKOM
MJIATeXKHOW KapThl, HE TMPHUBS3aHHOW K OCHOBHOMY OaHKOBCKOMY CYETY
(HampumMep, 3apruiaTHOMY). JTOM KapTOMl paccuuThiBaiiTech B cetu MHTepHeT,
3apaHee TMOTOJHSSI €€ Ha HeoOXoaumMyro cymmy. B Takom cimydae Ber cmoxeTe
00e30MacuTh CBOM OCHOBHON OaHKOBCKUM cueT. MHorue OaHKW MpeiararoT
CBOMM KJIMEHTaM YCIYTry BBIyCKa «BUPTyaJbHOM KapTe». Ilpomecc ee
OTKPBITUSI HE TPeOyeT MOCEIICHUS KJIMEHTOM OaHKa M TPEACTaBIsEeT COOOM
JOCTaTOYHO ObICTpbI mporecc. B wurore Bbl cranere oOnagartenem
AJIEKTPOHHOI'O aHajiora OAHKOBCKOM KapThl, MOCPEJICTBOM KOTOPOW CMOXKETE
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paccuuThIBaTHCS 3a yCIyTu B ceTu MHTepHET 6e3 pucka CKOMIPOMETHUPOBATH
OCHOBHOM OaHkoBckui cuer. I[IpocTo mepen oraToll TMOMOJHHUTE €€
HEO0OXOIMMOM CyMMOM C OCHOBHOM KapThl - U HUKAKUX IIpodjeM!;

- KaXObI Biajeliel] OaHKOBCKUX IUIATS)KHBIX KAapT MOXET HACTPOWTH
COOCTBEHHBIM alIrOpuT™M O€30MACHOCTH TP HUX HCHOJAb30BaHUU. [
oOecrevyeHus] COXPaHHOCTHU JICHEXKHBIX CPEICTB, Pa3MEIICHHBIX HA 0AHKOBCKHUX
cueTax, KaXIbIi JepxaTellb KapTOUYKH MOCPEACTBOM CHCTEM JUCTAaHIIMOHHOTO
OAHKOBCKOTO  OOCIYy’KMBaHHUSI ~ MOXET  YCTaHOBUTh  WHIWBHUIYaJbHBIC
orpanudyeHus  (iumuthl/3anpeTel). Cpeau  OCHOBHBIX -  CIEAYIOLIME:
noakiatoyeHue TtexHosnoruun 3D-Secure  (00si3aTenbHOE  MOATBEPKACHHE
Olepalvii, COBEpIIAEMbIX JCp)KATEIIMU KapTOUeK C MPUMEHEHHEM UX
PEKBU3UTOB B ceTH VIHTEpHET); yCTaHOBJICHHE OaHKOM-dMHUTCHTOM
OTpaHWYCHHUE Ha MPOBEICHHE PACXOIHBIX ONepanuil (MakCUMallbHas CyMMa |
KOJIMYECTBO ONEpalii B OMPENENECHHBIN MepHUoJ BPEMEHHU); BO3MOKHOCTH
CaMOCTOSITEJIPHO YCTaHABIIMBATh OTPAaHWYCHHs (Ha IMPOBEIECHUE ONepanuil B
ceru HVHTEpHET, Ha COBEpIICHME ONEpaluii B KOHKPETHOM CTpaHe, Ha
COBEPIIICHHUE OTACITBHBIX BUIOB OTICPAITHii);

- 4 JocTynma K CHCTeMaM  JMCTAHIIMOHHOTO  OaHKOBCKOTO
OoOCIy’KMBaHUS W JIMYHBIM aKKayHTaM HEOOXOJMMO HCIIOJIb30BaTh CIIOKHBIC
Napojid, MCKJIIOYAIoIIUe BO3MOXKHOCTh HMX moabopa. Pexomenayercs
COCTaBJISITh KOMOMHAIIMY TIapoJiell He MeHee YeM u3 12 3HakoB (Iu(pbl, OYKBEI
U CHUMBOJIBI B paszHoM peructpe). Co3naBaiiTe yHUKadbHBIE MApOJU JUIs
KOKJIOro cepBuca B OTAedAbHOCTH. CTOUT BO3AEpkKaTbCid OT MapoJiei,
COCTABJICHHBIX M3 JaT POXKICHHS, UMEH, (pamMuiInii - TO €CTh TeX, KOTOpHIC
JIETKO BBIYUCIUTH M3 OOIIEAOCTYITHBIX MCTOYHHKOB MH(pOpMAIUU (HaImpuMep,
TeX K€ COIMAJIbHBIX ceTeil). Takke cleAyeT PeryasipHO MEHSTh MapoiH, YeM
game - TeMm Jyumie. [loap3ydTech TOJNBKO TMPOBEPEHHBIM MEHEIKEepam
napoJei!;

- PU TMOCTYTUICHUH B COITUATBHBIX CETAX COOOIIEHUN OT JIMII, COCTOSIIUX
B KAaTErOpUU <JIPY3bsi», C TMPOCKOAMHU O TIPEAOCTABICHUM PEKBU3UTOB
OaHKOBCKMX IIJIATEKHBIX KapTOUeK - HE CIEAyeT cpa3y JKe OTBeuaTh Ha
noao0Hbie coobmenusi! Hepenko Takwe MpOChOBI PaCCHUIAIOTCS OT HWMEHH
Ipy3eil TMpecTylHWKaMH, B3JIOMAaBIIUMU aKKayHT B COIHMAJIBHOW CETH W
MOJIYUBIIMMHU JTOCTYINl K KOH(puIeHnmanpHOW mepenucke. [loaTomy cHauamna
HEOOXOAMMO CBSI3aThCS C TUM YEJIOBEKOM (110 TeiaedoHyY, JIMYHO BCTPETUTHCS)
U YTOYHUTH, ACHCTBUTEILHO JIM OH HY)KJIA€TCS B IIOMOIITH;

- B IEJSAX 3aIIUTHl YCTPONUCTB HEOOXOIMMO HCIIOIh30BATh JINIICH3NOHHOE
OporpaMMHOE  OOecleueHue,  PeryjsipHO  OOHOBISATH  MPOTPaMMHOE
oOecrieyeHre W  OMNEpaIMOHHYI CHCTEM. YCTaHOBHTH aHTHUBUPYCHYIO
nmporpaMmy CJleayeT HE TOJbKO Ha TEPCOHAIBHBIA KOMIBIOTEp, HO W Ha
cMapT(OH, TUTAHIIET U PETYIISIPHO OOHOBIISTH €€.



